
Influence of mass surveillance on business and society

Kiril Mitov, Robopartans Group1

“The right to privacy is essential to a free and self-governing society. The rise of modern technologies  
makes it all the more important that democratic nations respect people’s fundamental right to privacy,  

which is a defining part of individual security and personal liberty”2 

1 Corresponding Author – contact: Kiril Mitov, Robopartans Group, Bulgaria, Sofia 1618, blvd. Tzar Boris III, 245, Tel: 
359878 933094, e-mail: k.mitov@robopartans.com

2 Liberty and Security in a Changing World   (http://www.whitehouse.gov/sites/default/files/docs/2013-12-
12_rg_final_report.pdf), 12 Dec 2013

mailto:k.mitov@robopartans.com
http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf
http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf
http://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg_final_report.pdf


This page has been intentionally left blank. 



1 Introduction
The  goal  of  this  paper  is  to  look  at  mass  surveillance  conducted  on  a  global  scale  by 

governments and private organizations and the influence this has on our business and society. Even if 

we accept that the current information technologies give us added value and increased quality of life,  

we should also look at the freedoms that they take away from us.

Projects like WikiLeaks3, all of its copies, and disclosures from former NSA worker Edward 

Snowden  published  by  The  Guardian4,  disclosed  information  on  how  governments  and  private 

organizations monitor and immorally to illegally influence our everyday online activity. Every time we 

send an email NSA could read it. Every time we text, call, chat with someone NSA could track it.  

Every site we visit, online service we use, NSA knows about it. As the Internet and the Web are open in 

their nature and operation, they also remain open for exploits, surveillance, monitoring that could be 

conducted immorally, against our will and against the interests of us as a society.

On 12 March 2014 we celebrated 25 years of the World Wide Web5. For half a century the 

development of all the applications running over the Internet, as the World Wide Web, has given us the 

ability to communicate and collaborate on a global and universal scale. Up to this day the Web remains 

open, based on open standards and protocols6. Truth is that you need to understand just a little bit of 

programming, to enter and build easily your ideas upon the infrastructure offered by the Internet and 

the World Wide Web7.

Marking the 25 anniversary, Sir Tim Berners-Lee, who is considered the founder of WWW8, 

made a proposal over the “web we want” campaign for the creation of online Bill of Rights 9. In an 

interview for the online edition of The Guardian he said:

"Unless we have an open, neutral Internet we can rely on without worrying about what's happening at the back  

door, we can't have open government, good democracy, good healthcare, connected communities and diversity of culture.  

It's not naive to think we can have that, but it is naive to think we can just sit back and get it."10

My understanding is that we, as information and technology consumers, are very naive and 

prefer to take the easy answers that technology offers us, instead of asking the hard questions. 

3 https://wikileaks.org/  
4 http://www.theguardian.com/world/the-nsa-files   (visited 14 March 2014)
5 http://www.webat25.org/news/press-release-the-world-celebrates-25-years-of-the-web   (visited 14 March 2014)
6 http://www.w3.org/standards/   (visited 14 March 2014)
7 http://home.web.cern.ch/about/updates/2014/03/world-wide-web-born-cern-25-years-ago   (visited 14 March 2014)
8 http://www.w3.org/People/Berners-Lee/   (visited 14 of March 2014)
9 http://www.zdnet.com/tim-berners-lee-calls-for-an-online-bill-of-rights-7000027239/   (visited 12 March 2014)
10 http://www.theguardian.com/technology/2014/mar/12/online-magna-carta-berners-lee-web   (visited 14 of March 2014)
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2 Mass Surveillance
The  word  surveillance originates  from  the  French  surveiller  meaning  “watching  over”. 

Surveillance is  the  act  of  monitoring  of  the behaviour  and activities  of  people for  the  purpose of 

influencing, managing, directing or protecting them11. 

Mass  surveillance,  as  defined  by  the  Electronic  Frontier  Foundation,  is  “the  pervasive 

surveillance of an entire or a substantial fraction of a population”12, which in today's globalized and 

very connected world could mean that mass surveillance is affecting each of us.

Mass surveillance, on the scale it is disclosed to operate, was made possible by the development 

of information technologies. The USA National Security Agency and other government organizations 

are collecting: metadata for phone calls, durations, content, location of participants. Using a complex 

network of servers they are installing malwares on end-user devices that could track and process the 

device location,  sites  visited,  messages  sent,  passwords  written,  applications used,  files  stored and 

basically everything supported by the devices. The phone microphone could remotely be turned on and 

record even when the device is off (the only sure way to turn off a phone is by removing its battery).  

Malware software allows to start remotely a computer microphone and camera and record sound and 

pictures. As reported agencies could not only read, but also change/censor emails' and sites' content on 

the fly and even block the access to some of them. All this is done in the grey area between legal/illegal  

in accordance to the law applicable in USA and disclosed documents are also mentioning of a secret 

federal court that is used for legal formalization of all the surveillance. These are not suggestions or 

assumptions, but are real facts known to us because of the documents disclosed by Edword Snowden 

and freely available on the American Civil Liberties Union site13. 

Each day in 2011 NSA was able to collect, 200 million SMS messages, 5 million missed-call 

alerts, for discovering someone’s social network from who they contact and when, 1.6 million border 

crossings a day, more than 110,000 names, from electronic business cards, which also included the 

ability  to  extract  and  save  images,  over  800,000  financial  transactions,  either  through  text-to-text 

payments or linking credit cards to phone users, geolocation data from more than 76,000 text messages 

a day.14

“Stingrays”15 is  one  important  example  for  a  surveillance  device  developed  and  used  by 

11 Lyon, David. 2007. Surveillance Studies: An Overview. Cambridge: Polity Press
12 https://www.eff.org/issues/mass-surveillance-technologies   (visited 14 March 2014)
13 https://www.aclu.org/nsa-documents-released-public-june-2013   (visited 14 March 2014)
14 http://www.theguardian.com/world/interactive/2014/jan/16/nsa-dishfire-text-messages-documents  
15 https://www.eff.org/deeplinks/2012/10/stingrays-biggest-unknown-technological-threat-cell-phone-privacy   (visited 15 

March)
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government agencies that people are less familiar with. It has the size of a briefcase and when it is  

turned on, it is masquerading as a cell phone tower. Because in the GSM infrastructure devices by 

default  trust  each  other,  all  the  cell  phones  in  the  area  connect  to  “Stingrays”  and  provide  their  

information. In this way the operator of “Stingrays” can identify each person in a given area, who is 

entering, exiting, and how long do they stay in the area. This does not require any permission from the 

court.

Generally speaking one could make the argument that we should not expect any privacy over a 

wireless radio frequency transmitted between two devices. - “Cell phone conversations may also be  

more vulnerable legally — some courts have held that communications using cordless telephones are  

not protected by the Fourth Amendment, finding that there is no reasonable expectation of privacy in  

the radio signal sent between the cordless handset and the base station. ”16

Another example of a project gathering more information that we initially believe is Google 

Streets View. Most users know that Google Streets View allows you to take a virtual walk in many 

cities and “streets” in the world. Google is using cars equipped with cameras that are taking pictures 

which are then processed and made available to the public17. What most users are not aware of is that 

the  cars  are  also  taking information  about  the  wireless  WiFi  networks  in  the  cities18.  Every  WiFi 

network has a unique identifier. Using this information, which is not public in any way, Google could 

track the location of each of its Android smart phones to an accuracy of some tens of meters, which is 

the practical average range over which WiFi  802.11b/g/n could be accessed19. 

Tracking WiFi location and from there consumers' location is not done only by Google and only 

with  Streets  View  cars.  It  is  reportedly  done  by  Apple,  Microsoft  and  other  companies  in  other 

additional  ways:  “How  it  works,  according  to  Google,  is  that  the  Android  Location  Services 

periodically checks on your location using GPS, Cell-ID, and Wi-Fi to locate your device. When it  

does  this,  your  Android  phone will  send back  publicly  broadcast  Wi-Fi  access  points'  Service  set  

identifier (SSID) and Media Access Control (MAC) data. Again, this isn't just how Google does it; it's  

how everyone does it. It's Industry practice for location database vendors”. 20

Returning to the initial definition of “surveillance - monitoring of the behaviour and activities  

of people”, executed as “mass surveillance” on a large scale including every phone, WiFi, street or 

16 Beyond Fear: Thinking Sensibly About Security in an Uncertain World, Copernicus, May 4, 2003 
17 https://www.google.com/maps/about/behind-the-scenes/streetview/   (visited 19 of March 2014)
18 http://www.theguardian.com/technology/2010/may/15/google-admits-storing-private-data   (visited 19 of March 2014)
19 http://standards.ieee.org/about/get/802/802.11.html   (visited 19 of March 2014)
20 http://www.zdnet.com/blog/networking/how-google-and-everyone-else-gets-wi-fi-location-data/1664   (visited 19 of 

March 2014)
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person in the world and considering the technological advancements and lagging privacy laws I believe 

society should rethink how much privacy should we expect to have.

3 Society
Mass surveillance is conducted by governments and corporations throughout the world. Society 

and especially consumers of technology might ask for the advantages, disadvantages and the influence 

that mass surveillance might have on our present and future. One of the first points is that consumers 

are generally aware of much of these practices, but they do see only one side of the story. Here are a 

number of questions/arguments that a consumer could make without considering every aspect of mass 

surveillance.

“Yes, I know that governments and corporations are monitoring me, but I don't care because I 

have  nothing  to  hide”  -  if  a  consumer  could  accept  monitoring  and  gathering  information  of  her 

personal behaviour and activities in the technology world, would this consumer accept the same outside 

technology. Would she accept for a government/corporation to install a CCTV camera in her home and 

to monitor what she is doing? Or to put a bracelet on her children arms so that they could be tracked at 

any given moment,  by someone we know  nothing about  and someone we cannot  stop to  use this 

information in all kinds of ways. Would she accept for a store to instantly learn, the moment she visits 

it, about every store she has ever visited and bought something from? Moving back to the world of 

technology – would such a consumer make her usernames and passwords for emails, social networks, 

chat clients and other Internet services available to government/corporations and allow them to use 

them in any way possible? Does she really have nothing to keep private?

“The information gathered in mass surveillance is used to fight criminals, children pornography, 

terrorism... you name it” - this is a strong argument used by defenders of mass surveillance and I have 

found  it  interesting,  in  my  experience,  that  people  can't  really  object  to  it.  But  there  is  a  deep 

assumption here. If we accept that mass surveillance is really fighting illegal activities we assume that  

illegal activities are done in the same way that people generally use technology. Which is wrong. If I 

would like to do a crime for which I need a phone device with Internet access, and I am a criminal, I 

will never use a phone device that is in anyway connected with me. I will steal someone else's phone, 

from let's say a coffee, or a restaurant and I will use this phone. In an experiment I have done in  

January and February 2014 I was able to acquire, without stealing and doing anything illegal, two 

phone SIM cards and two phones which cost me 150lv (approximately 75 EUR). These SIM cards and 

phones could not in any way be traced back to me. The same principle applies for other activities – if I  



am buying illegal guns, or drugs, or transferring money from illegal activities from one person to the 

another, it is obvious for me, and I believe for any respectful criminal, that no bank accounts, personal 

phone devices  and computers  should be  used.  Technology,  when used for  illegal  activities  can  be 

monitored, but this will barely lead to stopping the crime.

“Why should I care about privacy?” - here I think that the most complete response is in the 

words from an interview of Glenn Greenwald:

“Only when we are able to do things without external judgement being cast upon us, without  

external eyes watching, are we able to experiment with new forms of thought and behaviour. To explore  

the realms of dissent, to question and challenge orthodoxy. It is only when we don't fear that people  

will be judging us and condemning us are we really free to do things, beyond just what conformity  

requires. It is really the area in which dissent and creativity and exploration reside. And when you take  

away privacy both at a state and society level or at an individual level what you are really doing is  

destroying that crucial human opportunity to be able to on one's own away from the prying eyes of  

others decide for one self who one is, who one's wants to be, what one's want to think about and you  

really subject yourself to this monitoring that forces you into a box of conformity and its destructive on  

the society level and on an the individual level as well.” 21

Luckily, society starts to accepts the mass surveillance disclosures more and more seriously. So 

seriously that we are ironizing it with humour just in the sense of how the Internet works. The five 

pictures below are examples of a post on 9gag.com which is one of the very popular Internet sites with 

a motto “Just for fun” 22. These pictures are all connected with mass surveillance and how the Internet 

user accept it.

21 https://www.youtube.com/watch?v=dK9gsojs9Fc
22 http://9gag.com 

http://9gag.com/
https://www.youtube.com/watch?v=dK9gsojs9Fc


Another great example of a funny and ironic production that I found very amusing is a video 

named “NSA is coming to town” and available at YouTube 23 which is a remake of the famous song 

“Santa clause is coming to town”. As the video ends: 

“You wouldn`t let government agents spy on your special holiday moments in person. Why are  

you letting them do it in the digital world?”

Humour can be a great weapon with which one could directly reach us, in a funny and joyful 

way and can present complex problems in an understandable way. Society loves humour, but it gets you 

only part of the way to understanding the complexity of the situation and preparing to make a choice on 

how you use technology.

The ability to communicate and share opinions on a global scale allow us to the look at mass 

23 http://www.youtube.com/watch?v=8pcWlyUu8U4   

http://www.youtube.com/watch?v=8pcWlyUu8U4


surveillance from other perspectives. People are freely expressing their opinions without being afraid of 

being sanctioned for the way they are thinking. Or are they? Below there are real comments on the web 

site of The Guardian and they open the question why are people not using their real names against these 

comments. Probably because they would like to keep their right be anonymous and private.

diddoit 4 Oct 2013 17:15 - Seeking privacy seems to be an assumption of some sort of guilt. By 
the same token maybe every physical mail correspondence should conducted on postcards rather than 
using 'suspicious' sealed envelopes.

fibmac70  4 Oct 2013 17:39 - And on the same basis, an over-heated government think-tank has  

just proposed that all hotel rooms should be fitted pronto with CCTV and two-way mirrors.....

diddoit  4  Oct  2013  17:49 -  If  everyone's  physical  mail  was  arriving  having  clearly  been  

steamed  open  and  then  resealed  ,  people  would  be  outraged,  marching  to  the  their  respective  

representatives. …. How are businesses suppose to feel confident ,what about medical records etc , etc.  

Everything is seemingly wide open to prying eyes now, in a way previous generations wouldn't have  

tolerated.”24

Looking from the science perspective, surveillance has a great influence on us, humans. The 

process of constantly monitoring encourages conformity to the established norms and promotes great 

distrust between the public and the state25. A classic research from the middle of the 20-th century on 

the  difference  in  conformity26 explores  the  ways  in  which  surveillance  influence  us.  One  of  the 

conclusions  is  that  surveillance  encourages  conformity  to  social  norms.  An individual  will  almost 

always follow the established norms even when these norms are wrong. Executing mass surveillance 

could have the result of suppressing innovation and originality on a global scale.

Mass surveillance is also influencing the relation between society and government. As citizens 

we are willing to provide a small group of people with specific power to make decisions and take 

actions on our behalf. Decisions on formalizing and introducing specific laws, collecting and expensing 

taxes and even going to war. One of the conditions on which we are willing to do this is because there  

is a specific set of restrictions, specific line, which this group of people is not allowed to cross. In most 

modern societies the president, or prime-minister cannot just put one in jail. First an independent court 

and  jury  must  be  convinced.  Your  freedom  to  express  your  opinions  and  views  cannot  be  just 

suppressed by the majority of people or the people with power. Even minorities are given the right of a 

free  speech  and  free  expression.  This  set  of  restrictions,  sometimes  referred  to  as  civil  liberties, 

24 http://www.theguardian.com/world/2013/oct/04/tor-attacks-nsa-users-online-anonymity
25 http://www.theguardian.com/science/head-quarters/2013/aug/26/nsa-gchq-psychology-government-mass-surveillance 
26 Sex difference in conformity: Status and gender role interpretations, Alice Eagly, Carole Chrvala 
(http://people.uncw.edu/hakanr/documents/sexdifferencesinconformity.pdf) 
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constraint the government from abusing its citizens.

In a modern democratic society most decisions and behaviours are influenced by the majority. 

The government is given the power by the majority of people participating in a democratic vote. The 

restrictions implied by the “civil liberties” on the other hand are not influenced by the majority. They 

are not democratic in a sense that they might not follow what is generally accepted in the current state 

of societies development. An argument for example, could be made that in a specific situation with a 

specific consequence it  pays off to oppress, humiliate and even imprison Arabic speaking, Muslim 

religion citizens. But if exceptions are made for specific situations that we would no longer have this  

set of restrictions the government cannot cross. If we compromise on this we would end up with just  

guidelines or proposals on how the people entitled with power should act  upon us.  Proposals and 

guidelines that they would not follow. 

Protecting the right of one's privacy is an example of a liberty, a right, that a society has set as a  

restriction on governments. As Court Justice Louis Brandeis put it:

“The right to be let alone is the most comprehensive of rights and the right most valued by civilized  

men”27

Nobody should be allowed to monitor your personal live with your personal knowledge and 

agreement or without the explicit order by an independent court. 

“In a free society, one that is genuinely committed to self government, people are secure in the sense  

that they need not fear that their conversations and activities are being watched, monitored,  

questioned, interrogated, or scrutinized. Citizens are free from this kind of fear. In unfree societies, by  

contrast, there is no right to be let alone, and people struggle to organize their lives to avoid the  

government’s probing eye. The resulting unfreedom jeopardizes, all at once, individual liberty, self-

government, economic growth, and basic ideals of citizenship.”28

4 Business
Mass surveillance influences the way business, especially on the Internet, is conducted. As the 

Internet and the World Wide Web were formed in the end of the 20-th century there was no easy and 

cheap way to  do  micro  payments  on  a  global  scale.  This  was probably  one  of  the  reasons many 

27 Liberty and Security in a Changing World - https://www.aclu.org/files/assets/2013.12.12%20Liberty%20and
%20Security%20in%20a%20Changing%20World.pdf (visited 20 March 2014)

28 Liberty and Security in a Changing World - https://www.aclu.org/files/assets/2013.12.12%20Liberty%20and
%20Security%20in%20a%20Changing%20World.pdf (visited 20 March 2014)
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businesses  had to  rethink  or  try  and discover  new business  models  and ways  of  monetizing  their 

activities on the Internet. Much of them are still based on the end-user being not the customer, but the 

product of the business. Search engines, social networks, large portals monetize not on the end-user of 

their  product,  but  on  the  information  they  have  gathered  and  they  could  sell  to  advertisers  and 

interested parties29

Returning again to the initial  definition of “surveillance -  monitoring of the behaviour and  

activities of people”, executed as “mass surveillance” on a large scale including every Internet search 

query, message sent, video watched and service used, businesses have found ways to monetize the 

information gathered during this  monitoring.  An argument can be made here that  there is  nothing 

wrong with monitoring people while they are using the business service, because people are willingly 

exposing their behaviour. They use a service that is providing a great added value. Users are even 

storing documents and pictures on servers outside their control. And there seems to be a certain level of 

thrust between an Internet business and its users on how personal information is used. If the business 

owners decide to use it in a way they have not described to the owners of the information this might 

lead to users loosing their thrust with this particular Internet service. The business will lose its users 

and this is probably one of the reasons why many Internet business owners are trying to keep their user 

data as private as possible.

A bigger issue is when government agencies and corporations are trying to get the information 

gathered by businesses and use it in ways unknown to the general public. This could happen in a  

number  of  ways  and  as  an  example,  as  reported  governments  could  bypass  the  need  to  access 

companies  data  centres  and could  instead  eavesdrop on the  fiber-optic  data  cables  connecting  the 

world.30 As of 2014 there are approximately 250 submarine data cables and a map could be seen at 

http://www.submarinecablemap.com. 

Providing users with a value added service that could improve their quality of live is already a 

very difficult task for a business. This should be the main focus of every company operating on the 

Internet. Current disclosures about mass surveillance conducted by governments show that businesses 

should also focus on fighting against such practices. While there are large corporations that have both 

the human and finance resources to repulse mass surveillance of their users, the majority of Internet 

businesses will probably have to reallocate resources from their core business in innovation to fighting 

for the right of their users. This could decrease the rate of innovation from where it would become even 

29 https://investor.google.com/financial/tables.html    (visited 20 March 2014)
30 http://www.nytimes.com/2013/11/26/technology/a-peephole-for-the-nsa.html?pagewanted=all    (visited 20 March 2014)
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easier and cheaper for governments and corporations to monitor Internet users. Could this situation be 

similar to the deflationary spiral from the world of fractional reserved banking?

5 Conclusion
Since the official  beginning of the World Wide Web in March 1989 we have witnessed an 

extraordinary amount of innovation in the way people communicate, share and collaborate on a global 

scale. Our lifes are very much connected with information technologies and they surely are influencing 

many of our everyday decisions. Mass surveillance is a threat to the freedom of our information and 

ourselves. There is a famous quote by John Adams from the middle of 1775 that says:

“Liberty, once lost, is lost forever.”31

What we should be careful about as consumers, entrepreneurs and policy makers is not to accept 

this monitoring justified only on the assumption that it is acctually protecting our business and society.

31 http://www.masshist.org/digitaladams/aea/cfm/doc.cfm?id=L17750707ja  

http://www.masshist.org/digitaladams/aea/cfm/doc.cfm?id=L17750707ja
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